
Date: Wednesday, 18th March 2020
Our Ref: MB/SH FOI 4268

Sid Watkins Building
Lower Lane
Fazakerley

Liverpool L9 7BB
Tel: 01515253611
Fax: 01515295500

Direct Line: 01515563038
Re: Freedom of Information Request FOI 4268
We are writing in response to your request submitted under the Freedom of Information Act, received in this office on
28th February 2020.
Your request was as follows:

I would prefer to receive this information electronically, preferably as a data set, e.g. in Excel, NOT as a PDF.

1. Are the Data Centre's operated by or for the organisation fit for purpose? For example, is there a Business
Continuity Plan, is there Disaster Recovery in place or is it a single site?

Yes to all.

2. Is there any capital investment in data centres planned in the next 36 months? For example, Mechanical & Electrical
or refresh of equipment within the DC such as network, storage area network?

Yes, storage area network and virtual datacentre hosts.

3. Is data privacy and or information security compliance a priority for the organisation's board?

Yes.

4. On your Organisation's risk register, are there any Information Technology related risks?

Yes.

i) If time/ cost allows, please list the top three related risks.

I confirm that The Walton Centre NHS Foundation Trust holds the information you have requested. However, I am
unable to provide you with that information as I consider that the following exemptions apply to it:

Section 31(1a) – The prevention or detection of crime
This information is exempt from disclosure under Section 31(1a) of the Freedom of Information Act 2000 (FoIA). We
consider that if the data you have requested were to be combined with other information which may be available in the
public domain, there would likely to be an increased risk of a cyber-security attack upon the Trust. As part of the Critical
National Infrastructure for the NHS, the Trust has a duty to protect the integrity of our systems.  The disclosure of the
information requested could expose weaknesses in our systems and lead to breaches, making the UK or its citizens, in
this case our patients, more vulnerable to security threat. 

Public Interest Test
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T o u s e t hi s e x c e pti o n w e ar e r e q uir e d t o u n d ert a k e a p u bli c i nt er e st t e st. T h e m att er s w hi c h w er e c o n si d er e d i n a p pl yi n g

t h e p u bli c i nt er e st t e st ar e a s f oll o w s: 

F a ct or s i n f a v o ur of di s cl o s ur e: 

•	 Di s cl o s ur e of t h e d at a s u p p ort s t h e g e n er al p u bli c i nt er e st i n t h e tr a n s p ar e n c y, a c c o u nt a bilit y a n d g e n er al

u n d er st a n di n g of t h e d eli v er y of p u bli c s er vi c e s.

F a ct or s i n f a v o ur of wit h h ol di n g: 

•	 Br e a c h e s i n Tr u st s e c urit y a n d i s t h er ef or e a r e a s o n a bl e t hr e at t o t h e c o nfi d e nti al p ati e nt d at a h el d o n o ur s y st e m s.

•	 T e m p or ar y or l o n g t er m l a c k of a v ail a bilit y of I T s y st e m s

•	 C orr u pti o n/l o s s of p ati e nt d at a w hi c h w o ul d pr e v e nt or i nt err u pt pr o vi si o n of p ati e nt c ar e.

T h er e i s a str o n g p u bli c i nt er e st i n pr ot e cti n g t h e c o nfi d e nti alit y of p ati e nt d at a a n d of e n s uri n g t h at h e alt h c ar e s er vi c e s

c a n b e pr o vi d e d t o t h e p u bli c wit h o ut i n cr e a si n g t h e p o s si bilit y of att a c k b y h a c k er s or m al w ar e, or of p utti n g p er s o n al or

ot h er i nf or m ati o n h el d o n t h e s e s y st e m s at ri s k of c orr u pti o n or s u bj e ct t o ill e g al a c c e s s. F or t h e s e r e a s o n s, t h e Tr u st

h a s d e ci d e d t h at it i s i n t h e p u bli c i nt er e st t o wit h h ol d t hi s i nf or m ati o n at t hi s ti m e.

T hi s r e s p o n s e t h er ef or e a ct s a s a r ef u s al n oti c e u n d er s e cti o n 1 7 of t h e F OI A.

5. Ar e t h e c y b er s e c urit y v ul n er a biliti e s wit hi n t h e or g a ni s ati o n' s e xi sti n g I nf or m ati o n T e c h n ol o g y e st at e

i n cr e a si n g ?

N o.

i) H a s t h e or g a ni s ati o n h a d a s e c urit y br e a c h i n t h e p a st 1 2 m o nt h s ?

N o.

6. Di d t h e or g a ni s ati o n m e et it s I nf or m ati o n T e c h n ol o g y s a vi n g s t ar g et i n t h e l a st Fi n a n ci al Y e ar ?

Y e s.

7. W h at p er c e nt a g e of I nf or m ati o n T e c h n ol o g y b u d g et i s c urr e ntl y all o c at e d t o " o n- pr e mi s e s" c a p a bilit y v s " cl o u d"

c a p a bilit y ?

A p pr o x 8 0 % o n- pr e mi s e, 2 0 % cl o u d

8. D o e s t h e or g a ni s ati o n h a v e t h e s kill s a n d r e s o ur c e l e v el s n e c e s s ar y f or m o vi n g t o t h e cl o u d ?

N ot f ull y a s s e s s e d a s y et.

9. D o y o u h a v e a n E P R i n pl a c e ? - If s o w hi c h o n e ? If n ot d o y o u h a v e a ti m e s c al e of w hi c h y o u h a v e t o i m pl e m e nt it ?

Y e s, b uilt i n- h o u s e.

1 0. I n r el ati o n t o c o ntr a ct s wit h A m a z o n W e b S er vi c e s, Mi cr o s oft f or A z ur e a n d/ or G o o gl e f or G o o gl e Cl o u d, w a s t h e

m o nt hl y e x p e n dit ur e hi g h er t h a n b u d g et e d ?
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No.

i) If yes, has the organisation been able to subsequently reduce the cost whilst maintaining service levels for users?

N/A

Please see our response above in blue.
Re-Use of Public Sector Information
All information supplied by the Trust in answering a request for information (RFI) under the Freedom of
Information Act 2000 will be subject to the terms of the Re-use of Public Sector Information Regulations 2005,
Statutory Instrument 2005 No. 1515 which came into effect on 1st July 2005.

Under the terms of the Regulations, the Trust will licence the re-use of any or all information supplied if being
used in a form and for the purpose other than which it was originally supplied.  This license for re-use will be in
line with the requirements of the Regulations and the licensing terms and fees as laid down by the Office of Public
Sector Information (OPSI).  Most licenses will be free; however the Trust reserves the right, in certain
circumstances, to charge a fee for the re-use of some information which it deems to be of commercial value.

Further information can be found at www.opsi.gov.uk where a sample license terms and fees can be found with
guidance on copyright and publishing notes and a Guide to Best Practice and regulated advice and case studies, at
www.opsi.gov.uk/advice/psi-regulations/index.htm 

If you are dissatisfied with the handling of your request, you have the right to ask for an internal review. Internal
review requests should be submitted within two months of the date of receipt of the response to your original letter
and should be addressed to the Freedom of Information Office at the address above. 

Please remember to quote the reference number, FOI 4268 in any future communications.

If you are not content with the outcome of the internal review, you have the right to apply directly to the
Information Commissioner for a decision. The Information Commissioner can be contacted at: Information
Commissioners Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF.

Yours sincerely
Mike Burns
Mr. Mike Burns, Executive Lead for Freedom of Information
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